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What is PKI?

Organizations need enhanced security for data and strong credentials for
identity management. You can use certificates to secure data and manage
identification credentials from users and computers both within and outside your
organization.

The combination of software, encryption technologies, processes, and services
that enables an organization to secure its communications and business
transactions.
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What are the components?
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Common PKI authentication solutions
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Tactical two-factor authentication

* Focus on most vulnerable and highest value assets
« Administrative and elevated accounts

e Perimeter systems

* High value corporate assets (database servers, manufacturing, etc.)
* Procedures still important, but significantly smaller scope

« Smaller capital investment

« Gain experience and comfort prior to larger rollout












Wireless authentication — 802.11x
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VPN authentication



VPN security




VPN PKI authentication
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Code signing uses




Code signing implementation
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