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INTRODUCTION

Since the news about changes to certificate validity was released, we
have received numerous questions and observed a significant amount
of misinformation stemming from misunderstandings. In this white
paper, our goal is to provide background information and guidance

to support future planning. Specifically, we aim to clarify how the
upcoming changes — shortening certificate validity periods — will
impact public and private PKI-issued certificates differently.

Where The Guidelines and Updates Come From:

The is a
voluntary gathering of Certificate Issuers and suppliers of internet
browser software and other applications that use certificates
(Certificate Consumers).
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FAQs

QUESTION: QUESTION:

Will upcoming changes to Should organizations

certificate validity periods
impact internal PKI issued
certificates?

follow new certificate
duration guidelines with
their internal PKI?

ANSWER: ANSWER:
No, the CAB Forum guidelines only Most likely no. These new
impact certificates from publicly guidelines specifically target how
trusted certification authorities. browsers interact with publicly
\V trusted certificates. PKI teams
§* A may want review their use cases,
(2‘ ) it is not necessary to apply the
s | — guidelines to all issued certificates.
= ® X
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IMPORTANT DATES FOR CHANGING
CERTIFICATE VALIDITY PERIODS

Certificate operational periods and key pair usage periods:

Subscriber Certificates issued Subscriber Certificates issued

before March 15th, 2026 on or after March 15th, 2026 on or after March 15th, 2027
should not have a Validity and before March 15th, 2027 and before March 15th, 2029
Period greater than should not have a Validity should not have a Validity
and must not have a Validity Period greater than Period greater than

Period greater than . and must not have a Validity and must not have a Validity

Period greater than

Period greater than

Subscriber Certificates issued Subscriber Certificates issued

on or after March 15th, 2029
should not have a Validity
Period greater than

and must not have a Validity
Period greater than

REFERENCE FOR MAXIMUM VALIDITY PERIODS OF SUBSCRIBER CERTIFICATES™

Certificate issued on or after

Before March 15%, 2026
March 15%, 2026
March 15t 2027

March 15t 2029
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Certificate issued before

March 15", 2026

March 15%, 2027

March 15%, 2029

Maximum Validity Period

398 days

200 days

100 days

47 days



WHO MUST FOLLOW
CAB FORUM RULES?

The simple answer is only public or third-party certificates must adhere
to the CAB Forum rules and guidelines.

How do systems and browsers differentiate between
Public and Internal CAs

Certificate chaining, or chain building, is the process by which systems
or browsers validate who issued a certificate. To trust a certificate, each
certificate in the “chain” is validated based on who signed or issued it.
The process is considered successful when validation reaches a root
certificate that is trusted. For a root certificate to be trusted, it must be
present in a system or browser’s trusted root store.

ROOT CA CERTIFICATE

[ Root CA’s Name Chain
Link

( Root CA's Public Key )

( Root CA’s Signature )

Self-
Signed

Validates ( Issuing CA's Name J Chain
Signs  (Issuing CA's Public Key) Link
[ Root CA’s Name J
( Root CA’s Signature J

INTERMEDIATE Vadates (" Subject's Name )
CA CERTIFICATE [ Subject’s Public Key J

[ Issuer’s Name J
[ Issuer’s Signature ]

END-ENTITY CERTIFICATE
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Two Types of Root CA Trust Stores

Browsers and operating systems maintain two types of
trusted root stores: the system-trusted root store and

the updatable trusted root store. System-trusted root
certificates follow strict guidelines to be included with the
initial installation and are updated only by the operating
system or browser vendor.

Organizations and end users can add private or internal PKI
root certificates to the updatable trusted store; however, it
is maintained independently from the system store. When a
browser validates a certificate through the chaining process
and the chain ends with a root certificate in the system-
trusted root store, it must comply with the CAB Forum
guidelines. Certificates that chain to a private or internal PKI
root certificate added by an organization or end user are not
subject to CAB Forum rules or guidelines.



ROOT CA DETAILS AND PROGRAMS

In the past, Microsoft acted as a primary authority for vetting root certificates and was relied upon by many software vendors.
More recently, companies and products have chosen to create their own root CA programs. This shift is significant because

organizations may now need to track multiple lists of trusted root CA certificates.

Browsers

This isn’t meant as an exhaustive list; however, it covers the majority of what our clients are using.

. Chrome’s list of trusted root CA certificates, currently 118 in the version 19 list can be found by entering:
chrome://system/#chrome_root_store then Expand

Q About System Systermn diagnostic data

Details | Expand all... | ‘ Collapse all... |
CHROME VERSION 137.0.7151.120
{3 VERSION Windows NWI: 10.0.26100
Related Website Sets Disabled

about_sync_data

chrome root store Collapse version: 1%
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55926084ECY63A64B96E2ZRBE01CEOBRSGL64FBFEBCCTRABSAFC1S55B3TEDT 6066
1BCE6CFETBF14E60B2E347BEDFERGECBI1D02EEBIADA2T1569F50343646DB3R4
1BASB2AR3CE5401R32096011EFE0BECAF62304DE3CECAT13R15C35C011ERL6DBL
EECDE68284F3DETB1125BA31AC3FCB13D7016DETFS7CCI04FE1ICBOTCARESE ] 36E
E35D28419ED02025CFRG903ECD623962458DASC695FBOELIC2ZB0BFB25E97092
5C58468D55F5BE457E743982D2B50010B6D165374RCFA3ATD4AI2DBT768C4403E
BET6F2EDDAEET75CD36CBOF63CD1D4603961F40E6265BA013A2F0307EED0BE04
F356BEA244BTAG1EB35053CA9ANTA64RCEN1 BE2D35D5FEFI6DDF63R6F414R4T4
STDEQS83EFD2E26E0361DR99DASDF4645DEFTEES441C36T28AFAOBCOEOF 95260
SR114025197CSBESSD94EG3D55CD4379084TE646B23CDF L 1ADA4RO0EFF15FB48
EDF7EBBCA2T7A2R3E4D387B704010C666E2EDE4843EAC29B4AE1D5B332E6E24D
BSTCFE2FAT3FAA38462571F332A2363R46FCET020951710702CDFEBEEEDA3 305
ERRS62C4FA4AGBAFEBE415196D351CCDEEED4F53F3FABAEG6DTC466R94E6042BB
SCC3D78E4E1DSE45547A04E6ET3EG4FS0CF9536D1CCC2EFE00FI55CACSFDTOFD
COREF4DC63M24BFDCFS4EF2A6A0B2R0LT72DE3SE03E2FFSFFS2TAESDET206DFDS
49ETR442ACFOERG237050054B52564B650E4F4%9E42E34ED6ARIZEON39ESSTBICT
EEC5496B938CES8625B934092EEC2905BEDOBOF316C2D4730CE4ERFIF3D34831
S1E2F57858D5810EBRTBASET37TDELS48R8ECACTO14598BC0E143E041B17052552
FD73DAD31Ce44FF1B4 3BEFOCCDDASET710E9CDSET5ECATESLTOTAF3E96D522EBD
D48D3D23EEDBS0R459E55197601C2777469D7E18C94D5A059511A10250693163
E3B6R2DBZEDTCE48342FTACS53241CTB71D54144BFB40C11F3F1D0B42FSEERLZD
31AD6648Fa104138C738F39ER4320133393E3A18CC02296EFSTC2RCOEFET31D0

: Actalis Buthentication Root CR

: Amazon Root CA 3

: Mmazon Root CA 2

: Emazon Root CA 1

: Bmazon Root CAR 4

: Certum Trusted Network CA

: Certum Trusted Network CA 2

: Atos TrustedRoot 2011

: Rutoridad de Certificacion Firmaprofesional CIF R62634063
: Buypass Class 2 Root CA

: Buypass Class 3 Root CA

: O0=certS5SIGN ROOT C& GZ,0=CERTSIGN 5A&,C=R0
: O0=cert3IGH ROOT CA,O=cert3IGN,C=RO

: CFCA EV ROOT

: OU=ePKI Root Certification Ruthority,C=Chunghwa Telecom Co.%, Ltd.,C=TW
: D-TRUST Root Class 3 CA 2 2009

: D-TRUST Root Class 3 CA 2 EV 2009

: I-TeleSec GlobalRoot Class 2

: I-TeleSec GlobalRoot Class 3

: Certigna Root CA

: Certigna

: DigiCert Global Root G3



ROOT CA DETAILS AND PROGRAMS cont.
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Similarly, Edge trusted root list currently 249 in version 24 can be viewed here:
edge://system/#chrome_root_store then Expand

# About System System diagnostic data

Details

Expanda“| |COHapseaH|

EDGE VERSION

05 VERSION

Related Website Sets

about sync data

137.0.

3296.93

Windows NI: 10.0.26100

chrome root_store

Collapse...

version: 24 J
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1501F39C5C4DCEF36CF588R1TCOFD7CFCEE9EEQ1ES729BE355E25DES0EB6284B4
D4BD3D23EEDESOA459ES5197601C27774E507518C94D5A059511A1 0250653168
BECDE6884F3DE7E1125BA31ACIFCB13D7016DETFS7CC04FEICES7CEAESE196E
1BASE2RREC65401A829601 1 BFE0BEC4F62304DE3CECAT13A18C39C011ERd6TB4
1BCE6CFETBF14E60B2E347EEDFES63CB31D02EBB3ADR2T1569F5034 38460324
E35D23419EDD2025CFR6903ECDE2396245EDASCE95FBOEAIC22BOBFB25E857092
44B545ARBR25EE5AT3CA1SDC2TFC36D24C1CB9953R066539E11582DC4ETE4833
A040925R02CES3B4RCF4FZFFC6981CE4496F755E6D4 SFEOB2A692BCD52523F36
D3DE0TRIFF24A159523B6DAID2CE649446FETEECEI6DIFD130972E120C13677730
228CCC196032C88421CC119ETE486EEBEFE03AECDS25C6EEEE47ABBT406926%6
2CABEAFE3T7DO6CAZ2RBRT391C0033D25982952C453647349763A3ABSADGCCEFES
60403200368 95AED3BFEFAERT2TCO0SECOF2E3CDFA42R1CT1T30E6RT2CIBESDL
BFFFEFD0443348706ASRRG0CIA2 %76 TRIFC2BBE05E420FT13A13B99289103893
C34C5DF530E007EFFE4SB21ATFE0046991T204F4F0293F107209393E5265C04F
EFSADBEDE9SDABSADFSC3D3FABE3927BEOFB64EF824585C62280D534EEBD55D22
CT9SFF8FF20C966633F064A1ENS1421D3110A3456C17TEC24045995736T41F622
TOBS22BFDROESF4A342E4EE22D5T9RESIED0T 1CCSECICI0F123680340388REAS
ZRBDA2FBD23E0CD3B53T1ECFE0F42276CAT3230667F4T4EEDETICSEE32CC3ECE
559768007F76ESD0OFCDS0872F9FS5D5755A5E26457D81F3692E6610A98672F0ELB
40245141 4CFESS6T4 6ECACEFARCFEF72E2ER1329432F9DEASOTACACBSDADCLSA
3CAFBOBY5ABEE30032F432B86F535FE172C185D0FD3986583TCF3618TFRAGF428
2RG9F5BC1174873CBB1D620EE4EQIC34ES1CCE3978DR125F0E332688E83BF4158
C2157309D9AEE17EF34F4DFSEEBDBAEBASTEO361EBE14CBC239F4D54D325A35D
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: GlckbalSign
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: Thailand Naticnal Boot Certification Ruthority - Gl
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CREDICCM Root
Certigna Root CA
Imazon Root CA 1

Imazon Root CA 3

Imazon Root CR 4

Hellenic Academic and Research Instituticns ECC RootCh 2015
Hellenic Academic and Research Instituticons RootCh 2015
I.CR Root CA/RSR

Cisco RXC-R2

MULTICERT Root Certificaticn Buthority 01

GDCA TrustAUTH R5 ROCT

CCA India 2015 SPL

Swedish Government Root Zuthority v

Tunisian Root Certificate Buthority - TunRootCA2
O=Government Root Certification Authority,C=TW

THCA Global Root CR

Staat der Nederlanden EV Root CA

Staat der Nederlanden Root CA - G3

Certinomis — Root CA

Fétanisitwvinykiadd — Korminyzati Hitelesités Szolgdltatd



ROOT CA DETAILS AND PROGRAMS

Firefox certificates can be viewed by entering:
e about:preferences#privacy then select View Certificates

& C @ @ Firefox about:preferences#pnvacy

© Find in Settings

General
Website Advertising Preferences
Home
Search This helps sites understand how their ads perform without collecting data about you. Learn more

Privacy & Security

Sync Security

Deceptive Content and Dangerous Software Protection
More from Mozilla

H ¢ ® 0B &

Block dangerous and deceptive content Learn more
Block dangerous downloads

Warn you about unwanted and uncommon software

Certificates ‘
Query OCSP responder servers to confirm the current validity of View Certificates...
certificates

Security Devices...

Allow Firefox to automatically trust third-party root certificates you install Learn more

SOLUTIONS



ROOT CA DETAILS AND PROGRAMS

Unlike the other browsers, Safari relies on the root certificate store of the system it is running on.
This can be viewed in the system Keychain on macQOS, or in iOS under General > About >
Certificate Trust Settings.

Certificates

Query OCSP responder servers to confirm the current validity of View Certificates...
certificates

Keychain Access

All ltems Passwords Secure Notes My Certificates Keys | Certificates

Visa Information Delivery Root CA

Root certificate authority

= g Expires: Sunday, June 29, 2025 at 12:42:42 PM Central Daylight Time
@ This certificate is valid

Coertifeate

5 Microsoft_Entity_Certificates-db

Name Kind Expires
System

Visa Information Delivery Root CA certificate Jun 29, 2025 at 12:42:42...
Entrust Root Certification Authority certificate Nov 27, 2026 at 2:53:42...

=

System Roots B

B Developer ID Certification Authority certificate Feb 1, 2027 at 4:12:15PM

B Certum CA certificate Jun 11, 2027 at 5:46:39 AM

Certigna certificate Jun 29, 2027 at 10:13:05...

B GlobalSign Root CA certificate Jan 28, 2028 at 6:00:00...
D-TRUST Root CA 3 2013 certificate Sep 20, 2028 at 3:25:

[ NetLock Arany (Class Gold) FétanUsitvany certificate Dec 6, 2028 at 9:

AAA Certificate Services certificate Dec 31, 2028 at 5:59:59...

B GlobalSign certificate Mar 18, 2029 at 5:00:00...

SOLUTIONS
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System Roots
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ROOT CA DETAILS AND PROGRAMS

Operating Systems

Similarly to browsers, we are only covering the operating systems most of our clients use.

e Windows

Microsoft Server & Clients

Windows operating systems and
applications may or may not use the
same root certificate store. However,
when it comes to CAB Forum
guidelines, the browser(s) are what
matter. For example, a certificate issued
by a public CA and used for secure
LDAP would not be impacted by CAB
Forum guidelines. In that case, the
only consideration would be whether
the certificate was issued by a trusted
authority.

SOLUTIONS

s
& mac0S/ios

Apple macOS & iOS

Both macOS and iOS operate similarly when using the Safari browser.

Safari utilizes the system’s trust store, which contains Apple-managed trusted
root certificates. When visiting a site with Safari, if the certificate does not chain
to an existing root certificate in the Apple-managed trust store, CAB Forum
guidelines will not be applied. Browsers other than Safari on macOS or iOS —
such as Chrome, Edge, or Firefox — will use their own trusted root stores.

[ X N J Keychain Access

Certificate Trust Settings

Allltems  Passwords Secure Notes My Certificates Keys | Certificates

login Trust Store Version

iCloud Visa Inf.o.rmatlon Delivery Root CA

Roof ate authority
day, June 29, 2025 at 12:42:42 PM Central Daylight Time Trust Asset Version
e is valid
Microsoft_Entity_Certificates-db

Syst
Eem B8 Visa Information Delivery Root CA

@ System Roots B8 Entrust Root Certification Authority
B8 Developer ID Certification Authority
B Certum CA
B Certigna
B GlobalSign Root CA
@ D-TRUST Root CA 3 2013
B8 NetLock Arany (Class Gold) Fétansitvany
B8 AAA Certificate Services
@ GlobalSign



SUMMARY

Hopefully, we have added clarity about which certificates the

CAB Forum guidelines apply to, and when the changes can be
expected. We also highlighted where the most common browsers and
operating systems maintain their lists of trusted public root certificates.

This is an exciting time to be in the PKI space. Multiple changes are on
the horizon, including , additional
CAB Forum updates, operating system end-of-life events, and hardware
security module upgrades, to name a few.

There’s a smarter way forward — and we’re here to show you how.

If you’re looking to strengthen your PKI or certificate management
strategy, let’s connect and explore how our products and consulting
services can support your goals.
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Revolutionary Cybersecurity Monitoring

www.pkisolutions.com
(971) 231-5523
hello@pkisolutions.com
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